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ABSTRACT

Mobile ad hoc networks (MANETs) have attracted more attention due to their mobility and simplicity of
arrangement. However, the wireless and dynamic nature renders them more suspicious to various types of
security attacks than the wired networks. To meet these challenges, certificate revocation is an important
component for secure network communications. Certificate revocation is used to segregate attackers from
participating in network activities in future. A Cluster-based Certificate Revocation with Vindication Capability
(CCRVC) scheme is the best scheme used to revoke the certificates of malicious node present in the network. It
plays an important role in detecting the falsely accused nodes within the cluster and recovoke their certificates to
address the issue of false accusation. To improve the reliability of this scheme, warned nodes are recovered to
take part in the certificate revocation mechanism. To enhance accuracy, a threshold-based mechanism is
proposed to evaluate and confirm warned nodes as legitimate nodes or not, before recovering their certificate[1].

Key Words: ad hoc networks (MANETS), security and certificate revocation

1. INTRODUCTION:

Recently mobile ad hoc networks (MANETs) have
received increasing attention, due to their dynamic
topology, mobility feature, and ease of deployment.
MANET is a highly flexible network without infrastructure
which is formed by a number of self-organized mobile
devices like cell phones, laptops and Personal Digital
Assistants (PDAs). Another problem with MANET is that
open network environment where nodes can join and
leave the network freely. This leads MANET more
vulnerable to various types of security attacks than the
wired network. Certificate management is a widely used
mechanism in MANET which provides trust in a public key
infrastructure [14],to secure the applications and
network services. For certificate management, a
complete security solution consists of three components,
prevention, detection, and revocation. Many efforts have
taken by researchers in some areas such as certificate
attack detection, certificate distribution and certificate
revocation. To secure many network communications
and services, Certification is very essential. Using the
digital signature of the issuer, public key is encrypted into
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an attribute. Which assure that a public key belongs to an
individual and helps in preventing tampering and forging
in mobile Ad hoc networks. Many research efforts are
made to detect malicious attacks on the network. If any
attack is identified, Certificate of attacker node is revoked
which plays a major role in enlisting and removing the
certificates of nodes which have been detected to launch
attacks on the neighborhood. This helps in removing
malicious nodes from the network and gets blocked from
all its network activities. Certificate revocation’s basically
aimed at providing secure communications in MANETSs. In
Cluster-based Certificate Revocation with Vindication
Capability (CCRVC) scheme, [1] has ability to enhance the
performance of MANET in which topology is constructed
as clusters and each cluster consists of a Cluster Head and
some Cluster Members (CMs) located within the
transmission range of the cluster Head. Before joining the
network, nodes have to acquire valid certificates from the
Certification Authority (CA). CA is responsible for
distribution and management of certificates [12] to all
nodes present in the network. The CA maintains two list
as warning list and black list which are used to hold
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information of accusing nodes and accused nodes and
updates these two lists regularly.

2. RELATED WORK

To enhance the network security a number of certificate
revocation techniques have been discussed in the
literature. There are mainly two existing approaches for
certificate revocation, which are basically classified into
two categories: voting-based mechanism and non-voting-
based mechanism.

2.1 Voting-Based Mechanism

In voting-based mechanism, revocation of a malicious
attacker’s certificate is achieved through votes from valid
neighboring nodes. “Ubiquitous and Robust Access
Control for Mobile Ad Hoc Networks” URSA [6], a voting-
based mechanism proposed by H Luo uses to evict
malicious nodes. The certificate of newly joining node is
issued by its neighboring node. In this mechanism, each
of the nodes performs one hop monitoring and
exchanges their monitoring information with their
neighbors. There is no third party like Certification
Authority (CA) in this mechanism; the certificate of a
infected node can be revoked when the number of votes
against the node exceeds a certain threshold value.
Where threshold detection remains challenge. If network
degree is much smaller than its nodes that can launch
attacks cannot be revoked and keep successfully
communicating with other nodes. It does not deal with
false accusation which is a critical issue.

G. Arboit et al proposes the scheme which allows all
nodes present in the network to vote together. In URSA,
there is no certificate authority exists in the network,
instead of which each node plays role in monitoring the
behaviour of its neighboring nodes. The primary
difference from URSA is that nodes in the network, vote
with different weights. The variable weight of a node is
calculated on the basis of reliability and trust-worthiness
of that node from its previous behavior. If the weighted
sum of votes exceeds a predefined threshold, certificate
of the accused node will be revoked. This improves the
accuracy of certificate revocation. But the communication
overhead used to exchange voting information rises
which increases the revocation time.

2.2 Non-Voting-Based Mechanism

In non-voting-based mechanism, a node as a malicious
attacker will be decided by a node with a valid certificate
to revoke its certificate.

J. clulow et al proposed another decentralized approach
“suicide for the common good strategy” [7], in which
certificate of accused node is revoked by only one
accusation from its neighbor. Certificates of both the
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accused node and accusing node will be simultaneously
revoked; the accusing node has to sacrifice itself to
remove an attacker from the network. This approach
reduces both the time required to evict a node and
overhead of the communication. This approach does not
differentiate falsely accused nodes from genuine
malicious attackers.

Park et al. proposed a cluster-based certificate revocation
scheme [8], in which nodes organizes themselves to form
clusters All the accuser and accused node are held in the
warning list (WL) and blacklist (BL) to manages control
messages by a trusted certification authority (CA).
Further, also it handles the issue of false accusation.
Certificate of the malicious attacker node can be revoked
by any single neighboring node with short time for
certificate revocation process [4].

3. PROBLEMS in EXISTING SYSTEM

A Cluster based Certificate Revocation is the combination
of voting and non-voting based mechanism. This system
contains unique certification authority, which is
responsible for the performance of cluster head with its
cluster member and for the classification of nodes within
the cluster. CA verifies the certificate of each node and
put the accusing and accused nodes into the WL and BL
respectively. Since WL contains the accusing nodes and
BL contain the accused node which is deemed as a
malicious attacker. If the node in the BL is considered as
false accusation then it will be recovered and placed in
the WL maintained by CA. In future the accusing nodes,
which are placed in the WL, can be used as a cluster
member. The nodes in the BL cannot be used directly for
the communication process, once it is known as
legitimate node. Which leads to the problem of false
accusation of the legitimate node as a malicious attacker
within the network [3].

4, CLUSTER-BASED CERTIFICATE REVOCATION SCHEME
This paper presents a Cluster-based Certificate
Revocation scheme with Vindication Capability (CCRVC)
[9]. CCRVC has ability to enhance the performance of
MANET. In this scheme, topology is constructed as
clusters. A cluster consists of a Cluster Head (CH) and
Cluster Member (CM) nodes within its transmission
range. There is a central Certification Authority (CA)
which issues the valid certificate to each node. Nodes
having a valid certificate are allowed to join the network.
Nodes are arranged in the form of clusters that ensures
preloading of certificate for secure communication
among all the nodes within the network. The CA
maintains and updates two lists regularly, one as Warned
list and another as Black lists that holds information of
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accusing and accused nodes respectively; where BL is
composed of fully revoked nodes within the cluster, such
nodes cannot be recovered in any conditions. Initially the
WL contains both the accusing and accused node of the
cluster, where as the nodes in the WL are analysed to
detect the attacker node in cluster and revoked
completely from the network and stored in the BL.

4.1 Steps in the Cluster-Based Certificate Revocation
Scheme

The CCRVC scheme can be studied in three different steps
as follows.

4.1.1 Cluster Construction

4.1.2 Certification Authority Function
4.1.3 Certificate Revocation
4.1.1 Cluster Construction

Nodes arrange themselves to form the clusters, along
with a CH and some of the cluster members. Before
joining the network, nodes have to acquire valid
certificates from the CA, which is responsible for
managing and distributing certificates to all nodes so that
nodes can kept communicating with each other in the
network. Using various clustering algorithms [11], [12],
CH can be selected. Fig.1 shows an example of how
clusters are constructed in the system.

[ Cluster Head (CH)
O Cluster Member (CM)

Physical Topolog

CA,

Transmission Range

Figure 1: Clustering of Nodes

A Node except CH, which exist in the transmission range
of two or more clusters can join different clusters of
which CHs exist in them such nodes act as gateway
nodes. By constructing such clusters, each CH can be
aware of false accusation against any CM nodes.

To maintain clusters, CH and CM nodes continuously
confirm their existence by exchanging messages among
all the nodes within the network. CH periodically
broadcasts CH Hello Packets to all the CM nodes within
its transmission range and each CM replies to the CH with
the CM Hello Packet [10].

4.1.2 Certification Authority Function

Certification Authority (CA), is deployed in the cluster-
based scheme [13], to distribute certificates among all
the nodes. The CA is also responsible for revocation of
malicious nodes certificate and maintains WL and BL for
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accusing and accused node. The CA updates each list
periodically according to the received control packets. In
CCRVC scheme, nodes can be classified into three types
as: legitimate nodes, malicious nodes, and attacker
nodes.

¢ A legitimate node is a normal node in the network
which is deemed to secure communication with other
nodes and is able to correctly detect attacks from
malicious attacker nodes and accuse them positively and
for revoking their certificates.

e A malicious node does not execute misbehavior
identifying protocols.

¢ An attacker node is a special malicious node which can
launch attack in the network and disrupt the secure
communication.
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Mormal Nodes

* Nodes not listedin WL and BL

Malicious Node Legitimated Attacker Node
Node
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y Accused
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Malicious Legitimated Legitimated Attacker

Node Node Node Node

Warning List Black List

* Restriction of being CH

* Nodes with revoked certificates

Figure 2: Classification of Nodes

Classification of the nodes is shown in fig. 2. Based on the
reliability, nodes can be further classified into three
categories as: normal nodes having a high reliability,
warned nodes, suspected as potential attackers, and
revoked nodes, accused by a normal node. Newly node
joining the network is assumed to be normal node.
Warned nodes and revoked nodes are listed in the
Warning List (WL) and Black List (BL), respectively.
Certificates of the nodes which are listed in the BL are
revoked and removed from the network.

4.1.3 Certificate Revocation

Certificate revocation procedure mainly focuses on
revoking the certificate of malicious node and dealing
with falsely accused node to recover them as normal
node in the network, which is described below:

4.1.3.1 Revoking Certificate of Malicious node

The revocation procedure [1] [2] begins at detecting the
presence of attacker node. When the neighbouring nodes
in the network detect attacker node and each node sends
out an accusation packet against the attacker node to the
Certificate Authority (CA).

The procedure for certificate revocation is described
below with the example, when a malicious attacker A
launches attack within one-hop range as shown in
following fig. 3.

¢ Node A is a malicious node and is responsible to launch
attack on its neighbouring nodes B, C, D and E.

e Each of the neighboring nodes detects the attacks and
sends an accusation packet to the CA against attacker
node A. After receiving the first packet from node B, CA
holds node B into WL as an accuser node and node A into
the BL as an accused node. CH updates its WL and BL and
determines that one of the node was framed.

WL BL

[]cH — ap
O CM -.—Broadcast

Figure 3: Revoking a node’s certificate
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4.1.3.2 False Accusation

If the CH does not detect any attacker node from the
accused nodes enlisted in the BL from the CA, CH
becomes aware of the occurrence of false accusation and
sends a recovery packet to the CA in order to vindicate
the node, which causes release of the falsely accused
node from the BL and held it in the WL. This information
is propagates to all the nodes through the network by CA
[8]. Fig .4 shows the process of addressing false
accusation as below.

¢ CA broadcasts the information of WL and BL throughout
the network.

¢ Node E and D which are CH of node A update their WL
and BL, and determine that node A was framed as
accused node.

¢ E and D send a recovery packet to the CA to recover the
certificate of falsely accused node A.

o After receiving the first recovery packet from node E,
the CA removes the falsely accused node A from the BL,
and held it into the WL along with node E.

e All the nodes will update their WL and BL and the
certificate of node A will be recovered.

¢ CA broadcast the revocation message to all the nodes
present in the network.

e Each Node in the cluster updates their local WL and BL
to revokes certificate of node A.

WL BL
B,E )

T E T
7] i 1 AP SN

|:|L:H —-> RP
CM -.=» Broadcast
;10O

Figure 4: False accusation

5. COMPARISON OF SURVEYED REVOCATION SCHEMES
Some comparative parameters of surveyed certificate
revocation schemes are given in Table 1. The proposed
cluster-based Certificate Revocation with Vindication
Capability scheme adapts the merits of both voting-based
and non-voting-based schemes [1]. It achieves prompt

revocation of certificate by lowering the communication
overhead as compared with voting-based schemes. Also
reliability and accuracy of the scheme is high as
compared to both the non-voting-based scheme. But
sometimes accuracy and robustness of cluster-based
scheme can be reduce due to false accusation.

Table 1: Comparison of surveyed Revocation Schemes

Sr. No Parameters Voting-Based Non-Voting-Based cluster-based Certificate
Mechanism Mechanism Revocation scheme
1 Accuracy Very High Low High
2 Decision process Slow Rapid Rapid
3 Communication overhead Heavy Less Less
4 Reliability Less Less High
5 Security Less Less High
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6. CONCLUSION AND FUTURE WORK

The CCRVC scheme presents the Revocation based on
Clustering. CCRVC scheme addresses a major issue to
ensure secure communications for mobile ad hoc
networks by revoking the certificate of attacker node. A
cluster-based certificate revocation with vindication
capability scheme combines the merits of both voting-
based and non-voting based mechanisms to revoke
malicious certificate promptly and also solve the problem
of false accusation. Certificate revocation of an accused
node is based on a single node which reduces the
revocation time in comparison with the voting-based
mechanism. Also the cluster model restores the falsely
accused node by the CH, which results in improving the
accuracy as compared to the non-based mechanism.

The future work focus on CCRVC scheme to become more
effective and efficient in revoking certificates of malicious
attacker nodes, reducing revocation time, and improving
the accuracy and reliability of certificate revocation
scheme.
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