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ABSTRACT

JavaScript is the most widely used language nowadays; also most of the browsers readily provide the source code
of JavaScript program, because of this the plagiarism of JavaScript programs became a serious threat. Such
programs are always under threat of being stolen and to avoid that Software watermarking and Code Obfuscation
techniques have been used to prove the ownership and to make the code complicated to understand. But these
techniques have no control on copying the program. So there is a new technique introduced to detect the
software theft which called “Software Birthmark”. In which the unique characteristics of a specific program
(birthmark) is used to prove the ownership. Heap Graph is generated when any program is under execution and
this is nothing but a Birthmark of that software. To detect the theft, birthmark of a suspected website is searched
in the heap graph. The heap graph describes how the objects are linked to achieve the functionality and the

behavioral structure of the software.
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INTRODUCTION:

JavaScript is most widely used language and it became
platform for the development of Windows app .According
to the survey 60% of developers use JavaScript language
.However JavaScript programs are easily available. Many
browses provide very easy methods to get the source
code of web pages. So it is very difficult to protect
intellectual property rights of JavaScript program.
Software programs are always having a threat to be
stolen by someone else. Hence to prevent the intellectual
property right of software and to prove the ownership of
that software the techniques such as Software
Watermarking and Code Obfuscation are used.

Software theft is also referred as a software piracy. It is
an unauthorized use or copy of computer software. To
prevent our code being copied Watermarking is used. To
detect software piracy Software Watermarking is used,
where an additional code (watermark) is included to the
program to prove the ownership. But now it is very easy
to remove watermark from program, so any one can copy
the program by removing watermark. Hence most of the
developers use Code Obfuscation technique. Making the
code unintelligible and hard to understand the Code
Obfuscation method is used. This technique only changes
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the physical appearance of program but the black box
specification remains same. So it is also called as
semantic-preserving process. But using Code Obfuscation
we can only prevent others from understanding our
program but not from copying the program. So both the
techniques are inefficient to prove the intellectual
property of program. Because of this Software birthmark
is used in order to detect the theft of JavaScript
programs. Hence Software birthmark is used to detect
the theft of the JavaScript programs.

A. Software Birthmark: - As both code obfuscation and
software watermarking are not enough to prevent
program from theft a relatively less popular technique is
introduced that is software birthmark. According to the
Wang et al, a birthmark is a unique characteristic that the
program shows, which is used to identify the program. To
detect software theft,

1. The plaintiff program is extracted that is the birthmark
of the program under protection.

2. The suspected program is search for the birthmark.

3. If the birthmark of the plaintiff program is found in the
suspected code then, it can claim that it is copied
program.

Page 5 0


http://www.ijetcr.org/
mailto:mayurip90@gmail.com
mailto:archanalomte@gmail.com

Mayuri A. Pandit, et al. International Journal of Engineering Technology and Computer Research (JETCR)

B. Categories of Software Birthmark: - There are the two
categories of software birthmark,

a. Static Birthmark: These are extracted from the
syntactic structure of a program

Definition 1: (Static Birthmarks)

Let p, g be two components of a program or program
itself. Let f be method for extracting the set of
characteristics from a program. Then f (p) is a static
birthmark of p if:

1. f (p) is obtainable from p itself.

2. qis copy of p) f (p) =f(q).

b. Dynamic Birthmark: These are extracted from the
dynamic behavior of a program at run-time. It is an
abstraction of run-time behavior of the program.
Definition 2: (Dynamic Birthmarks)

Let p, g be two components of a program or program
itself. Let | be the input to p and g. Let f (p, I) the set of
characteristics extracted from a program p with input I.
Then f (p, 1) is a dynamic birthmark of p if:

1. f (p, I) is obtainable from p itself when executing p with
input I.

2.qiscopyofp)f(p, I)="F(q,l).

C. Heap Graph Based Birthmark: - This birthmark
technique is form by extracting objective from the heap
and building a heap graph and building a heap graph from
them.

Heap: Heap is a tree like data structure which satisfies
the heap property.

Heap Graph: Heap Graph is simple directed graph in
which nodes represent objects and edges represent the
references between the object.

1. THE THREAT MODEL:

This section gives the complete problem statement of the
paper.

1. Bob is an owner of the program P and he writes his
own library L for the program p.

2. Suppose Alice wants to develop program Q which is
similar in to the program P. Alice copies the program P
and then reverse engineered it to obtain the source code
of program P.

3. Alice extracts the library L of the program P and uses
that library for her program. And to escape from the theft
she obfuscates the code.

4. Later Bob understand that the program Q is
functioning same as program P. he is curious to know
about whether his library L is used for developing Q or
not. So he decides to reverse engineer it. But due to the
code obfuscation he is failed to do that.

5. Software birthmark will be helpful to the Bob:

a. He runs the program P with respect to library L and
obtains the birthmark.
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b. Then he obtains the birthmark of program Q by
executing it.

c. For the library L, heap graph based birthmark is HGB
(L), and heap graph of program Q, HG (Q).

d. Then Bob find out is HGB (L) is monomorphism to the
HG (Q) or not, to identify the code theft of the library L.

2. RELATED WORK:

G. Myles and C. Collberg [5] were proposed the first
dynamic birthmark by exploiting the complete control
flow trace of program execution. They did the semantic-
preserving transformations and proved that this
technique is more durable than published static
techniques.

Tamada et al. worked on the dynamic software
birthmarks. They proposed two kinds of dynamic
birthmark based on the API Calls [7]. With the insights
that it was difficult for anyone to alter the API calls with
other similar API calls they used the runtime information
of the API calls as the signature of the program. From this
APl calls they extracted the dynamic birthmark which
distinguish one program from another and were rigid to
several compiler options.

Schuler et al. observed the Java program for how it uses
objects provided by the APl [6] and proposed the
dynamic birthmark for JAVA. As it is easy to compare the
compact call sequence they chop up the call trace into
the short call sequence received by APIl. This API
birthmark technique is more scalable than the one by
Myles and Collberg [5].

Wang et al. [4] proposed the “SCDG birthmark”. It
represents the dynamic behavior of a program using
graph is nothing but SCDG. The Vertices of the graph is
system calls while the data and control dependencies
between system calls are the edges. The SCDG identifies
complete program and its prototype is based on the
software theft detection. It is the most robust techniques
against several compliers. Also it is the first system which
is able to detect partial code theft.

P. Chan, L. Hui and S. Yiu [8] proposed the first dynamic
birthmark based on the run-time heap. This is also the
first dynamic birthmark for JavaScript program. It is in the
form of object reference tree, they used tree comparison
algorithm to compare two birthmarks and give the
similarity score. But this is only working for the trees with
depth 3. Then the authors introduce new technique as
Object Graph and they use the graph monomorphism to
search birthmark in heap graph.Clustering of point sets
involves the forming of two-vertex cluster. The idea
behind this is to keep two closest points in same cluster
and then one picks the two clusters with highest
similarity and merge them.
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2. In the sub graph selection phase the birthmark
selected of a program is huge and because of this the
theft detection time increases. Here a technique to select
the smallest possible heap graph and use it as a
birthmark can be used which called as “Frequent sub
graph Mining”

Frequent sub graph Mining (FSM): It is the soul of graph
mining. It is used to make birthmark more representative
by getting the sub graph those are frequently appearing
in the heap graph extracted from program. However on
large graph the FSM is slow.The objective of FSM is to
extract all the frequent sub graphs.

4. REVIEW PROCESS:

Figure shows the overview of the entire birthmark
system. It shows the process that the plaintiff program
and suspected program undergoes.

JavaScript Heap Graph Generator

and

Profiler Filter

g

The JavaScript heap profiler is a module that runs the
JavaScript program and takes the heap snap shot.

The graph generator and filter traverse the object in the
heap snap shot and then build the heap graph from them.
It is also use to filter the objects.

The heap graph merger is used to merge the filtered
heap graph together and form the single graph.

The subgraph selector is used to select the subgraph
from the heap graph and then used to form birthmark of
the plaintiff program. This step is only for the plaintiff
program not needed for the suspected program.

Finally, the detector searches the heap graph of the
suspected program for the birthmark of the plaintiff
program.

.y

Subgraph Selector

R

v

Graph Merger Detector

Figure 1: System Overview

A. JavaScript Heap Profiler:

JavaScript allows for the creation of the object at run time because it is an interpreted language. As a result, the
JavaScript heap keeps changing because of object creation and garbage collection.

Figure 2: Heap profile of initialization phase

Figure 2 shows Heap profile of initialization phase for
Gmail. In the early stage the numbers of objects are
increased. After some time there are some drops and
then system become stable. The JavaScript heap profiler
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takes multiple dumps of the heap and then merges them
together.

B. Graph Generator and Filter:

Since the chromium browser to dump out the JavaScript
Heap. The modified chromium browser generates the
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heap dump in the form of object reference tree. It is
similar to the object reference graph. The only difference
is that to remove cycle objects are duplicated. For each
snapshot taken the depth first search is performed and
then heap graph is printed and then passed to the filter.
There are six categories of object in the V8 JavaScript
heap:

ARRAY

INTERNAL

OBJECT

CODE

CLOSURE

STRING

The objects belongs to the INTERNAL, ARRAY, STRING and
CODE categories are not present in the heap graph. The
output of the graph generator and filter is a set of heap
graph captured at different point.

C. Graph Merger:

The V8 JavaScript engine assigns unique ID to every
object in the JavaScript heap. During the multiple dumps

EEE—
Virtual Node

/

the ID of the object does not changes across multiple
dumps. It is easy to identify whether the two nodes of
heap graph refers the same object or not.

The graph merger takes multiple heap graphs as an input
and gives superimposition of them means a single graph.
So the superimposition algorithm is used for merging.

D. Subgraph Selector:

As we go through the above steps, we obtain one heap
graph which contains only custom objects that can be
used to identify the JavaScript program. Entire heap
graph cannot be used as a birthmark of a program as the
graph is very large for the monomorphism tool, so. The
graph with many nodes is very large for the algorithm and
it takes very long time for execution. So for the method
we have to select subgraph which is then used as a
birthmark. A virtual node is an entry point for all the
nodes in heap graph. One or more window objects are
pointed by the virtual node. Window objects are used to
represent Dom windows which are present on the web

page.
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Figure 3: Structure of heap graph

Heap graph structure is shown in figure 3. We have to
observe all the objects in a window node and then have
to compare their size. We have to select largest object of
a subgraph which is reachable from it.

E. Detector:

The subgraph from the plaintiff program and the heap
graph of the suspected program is given as an input to
the detector. It detects whether the subgraph which is
selected as birthmark of plaintiff program is present in
the heap graph of suspected program or not.

Once the match is found, it raises the alarm and then
report where match is actually found.

5. IMPORTANCE:

To prevent our code from being copied watermarking and
code obfuscation techniques are used. But these
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techniques are not able to prove the ownership of the

program. So there is an importance of the birthmark

system. Following are the features of the proposed

system.

1. Itis the first dynamic birthmark which is based on the
run time heap.

2. It is the first dynamic birthmark for the JavaScript
programs and birthmark uses object reference tree.

3. It uses algorithm which compares the two birthmarks
and gives similarity score.

4. This system is able to detect the theft of the
obfuscated programs.

6. CONCLUSION:

This Software birthmark system uses heap graph which is

o

used as birthmark to find the similarities between the L)
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applications which functioned similarly. It also
distinguishes the different applications. This birthmark
system provides solution to prevent intellectual property
rights. This system has great resistance against the
reference injection attack and it also streamlined each
and every process which makes it scalable.

The limitation of this system is that it uses graph
monomorphism which is NP complete. The system is
designed to handle large graphs. So running time become
very long so, practically not able to use. So the future
work must be required to overcome these limitations.
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