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Abstract

Internet of Things a massive revolution in industry is led by business leaders and researchers looking
future of the world in this technology. The new technology has inherent vulnerabilities which become
critical with another challenges of resource constraints. Traditional protocols are not suitable to be used
and therefore routing protocol as RPL serves the routing need of the IPv6 networks. To review the issues
in routing at network layer , this paper covers the necessity of the routing protocol with different types of
attacks considering the severity of sybil attack in static and dynamic environment with a range of
countermeasure techniques, assessment of routing techniques, deep learning techniques, cryptography and
trust-based algorithms for detection by implementing machine learning techniques, deep learning
techniques, cryptography and trust based algorithms for detection and mitigation against sybil attack. It
also covers the challenges, performance metrics, datasets, implementation details with the analytical
evaluation of the results and further scope of research in sybil attack.

1. INTRODUCTION

The internet of Things (loT) allows systems,
objects, and devices to communicate with each
other. 10T includes a network of sensors,
actuators, smart devices, and software programs
that gather and share data. loT system
management faces challenges in connectivity, data
flow, security, and interoperability. Lossy
networks and constrained devices, |oT devices
typically have constrained electrical, memory and
CPU speed [1]. Security is what it stands for one of
the primary important problems with the Internet
of Things (loT), particularly with regard to core
routing threats network where information loss

can have disastrous consequences. RPL is built to
function effectively on such limited-resource
machines. loT networks could also have lossy
communication lines, where connectivity issues
and packet loss are frequent because of things like
interference and environmental conditions. The
primary goal of this study is to evaluate the
security measures put out in the present literature
to defend LLNs from sybil attacks. In order to do
so, this review begins by going over the various
defenses against the sybil attack under RPL and
attack’s behaviour under mobility.

1.1. Scope of Network Layer for attacks on 10T network
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Fig 1: Internet of Things -Architecture

A layered architectural approach is commonly used to address these challenges in loT systems [2].
1.2. Comparison of different Routing protocol for Network layer in loT:
By enforcing the ranking constraint that a node's parent must have a lower rank than its children, RPL uses the
trickling algorithm to limit broadcast
1.3 Routing attacks on RPL topology and network traffic

Table 1: Network Protocol Comparison table [3]

Routing Protocol CORPL CARP RPL P2P-RPL LOADng
Working Method Extension of Communication | DODAG Finds the optimal | A lightweight variation
RPL at path for every | of AODV and Energy-
Underwater. combination of aware metrics
source and
destination.
Server Technology Yes No Yes NA NA
Support
Storage Not Supported | Supported Supported High memory Low Memory Usage
Management usage
Type of Traffic MP2P, P2P MP2P, P2P MP2P, P2P | P2P P2P
& P2MP & P2MP & P2MP
IPv6 Support Yes Yes Yes Yes Yes
Energy Efficient Yes Yes No Yes No
Security Yes No No No No

Table 2: Different types of RPL attacks at the Network Layer
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Attack Type Paper Metrics Simulator | Research Gap
Reference

Sinkhole Attack [6] End to End Delivery | Cooja Metrics related to energy consumption,

delay and overhead.

Black Hole Attack [7] Transmission power | OMNET++ | Large network with multiple malicious
and Route Request sybil nodes.

(RRegs)

Sybil Attack [8] Throughput, average | Cooja For time-sensitive loT applications,
delivery delay and increased latency is unsuitable;
detection instead, a test bed is needed to
rate .

evaluate the suggested technique.

‘Wormbhole Attack [9] ADR, Ratio of packet | Cooja SLF-RPL will be expanded to include the
loss and energy additional attacks.
consumption.

Selective [10] Rate of detection and | Cooja Advanced proposed attacks with very

Forwarding Attack false alarm rate. limited energy consumption.

Rank manipulation | [11] PDR, Delay, Energy | Cooja Causing loops to start if a malicious
Consumption node announces a rank value that is

comparable to that of its chosen
parent.

In this paper, authors classified the RPL routing
attacks into three categories related to traffic,
resources and topology. [4][5]
Some of the critical attacks with their functionality
and parameters are in table 2.

The paper is presented with the: Section 2
presents an overview of sybil attack on RPL.
Section 3 Literature review for countermeasures
for sybil Attacks in RPL. Section 4 Challenges and
opportunities in utilizing machine learning for
detection of sybil attack in RPL. Section 5 Future
Directions & Emerging Trends. Section 6 concludes
the study with part as Conclusion and Future work.

2. Overview of Sybil Attack in RPL

The increase in Internet of Things (loT) device
proliferation has revolutionized several domains,
from production and home automation to
healthcare and transportation. loT networks
provide uniform communication and data sharing
across many connected devices, enhancing
efficiency and convenience. However, these
networks distributed, and dynamic structure also
poses substantial security difficulties. The Sybil

assault is one of the most serious dangers to loT
networks [12].

Attacks using Sybil can interfere with device-to-
device communication, jeopardize data security,
change network protocols, and trick reputation
and trust systems. This thorough review study
intends to give a detailed analysis of Sybil assaults
in loT networks, investigating its traits,
consequences, detection methods, and defence
mechanisms. This study aims to promote loT
security by bringing together current research,
noting gaps, and emphasizingpotential
techniques. It also aims to help academics and
practitioners build strong defences against Sybil
assaults. [13]

2.1 Literature Review

A few of the related paper are in [14] author
proposed a unique fog-enabled GINI Index-Based
Trust Mechanism architecture that lowers energy
consumption, decreases isolation delay, and
improves the rate of Sybil attack detection. GITM
detects and isolates a greater quantity of malicious
network nodes than other methods in an
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equivalent amount of time. The suggested GITM
architecture results in a 4.48% rise in the Sybil
attack detection rate, a 21% decrease in energy
usage, and a 26.30% (concerning time) reduction
in isolation latency. Moreover, the total latency is
only 0.30 percent involvement in their situation,
and there are 28% fewer control messages.

In [15] author proposes a mechanism based on
PUF and Bloom filter for sybil attack detection. The
mechanism minimizes memory cost as well as
detection latency.

In [16] author countermeasure sybil attack with a
new collaborative and centralized approach as
Random Password Generation. It consists of
comparison methodology having detection and
prevention algorithms based on the RPG.

In [17] author propose the PITrust approach to
detect the sybil attack and used received signal
strength indicator (RSSI) as key parameter for
improving detection and PDR in relation to other
schemes. The approach is based on the trust path
routing as physical identification of the device.

In [18] author proposes channel base machine
learning approach for detecting’ malicious attacks
like sybil attack. This approach is light weighted for
industrial wireless devices achieving 84%
authentication accuracy without manual labelling,
based on simulations and tests in actual settings.
Future work aims to improve label of offline
training sample through improved channel
difference threshold approach strengthens
channel characteristics for better identification
and investigate CSl-based physical layer
authentication for detecting advanced persistent
threat (APT) assaults using long-term CSI
information collecting.

In [19] The author suggests a dependable GAN-C
methodology for attack detection events that
combines two stages of GAN and SVM techniques.
The performance of GAN-C was enhanced with the
inclusion of SVM classifiers, and the author
employed Dataset, which was obtained from the
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Cooja simulator. In subsequent work, the author
will need to design a cross-application solution for
an attack detection model based on active learning
in order to leverage heterogeneous data in real
time.

In [20] author considered the vulnerable loT
healthcare system attacks at network layer like
sybil, wormhole, grey hole etc. The sybil attack as
the most severe attack. Author proposes the use
of the various cryptography and encryption
algorithm with performance metrics against Sybil
attacks.

In [21] author propose the scheme related to
controlling the access for the IOT network
ELECTRON. Here, the device social trust is
calculated to protect the sybil attack. The
implementation has been done by using NS3
simulator with performance comparison with
SA2CI System

2.2 Overview of mobility for sybil attack in RPL
The detection of sybil attack becomes severe when
the nodes are changing the position in the DODAG.
The DODAG graph has a root node and a new node
at joining of graph requires to choose a parent with
the computation of rank. There are various issues
such as shadowing, path loss, disappearance due
to which the node gets disconnected from the
graph or network. [22].

2.2.1 Literature Review for dynamic sybil attack in
10T

In  [23] author proposed a lightweight
mathematical edge computing-based algorithm.
The results are based on the count of edge nodes
and if nodes are more than four then it has TPR
greater than 94% and FPR less than 14%. If edge
nodes are equal to four then it achieves TPR more
than 92% and FPR less than 16%.

In [24] author presents a novel method for
identifying rogue Sybil nodes in a network called
physical layer security (PLS) by exploit of Doppler
Shift due to mobility of these nodes in the
network. This doppler shift method is considered
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as a novel detection against sybil node under
mobility. The performance parameter for the
solution is TPR and FPR.

In [25] author introduced a novel framework
under mobility using multi-mobile agent which is
energy efficient. The MMTM-RPL uses fog layer
features to mitigate internal threats in WSNs that
are based on loT. Due to dynamic environment of
mobile agents, 25% to 30% message overhead and
energy is minimised and improves network
lifetime along with the detection rate by 10% or
more.

In [26] author shows challenges for the RPL due to
mobile nodes in the network. The author's solution
falls into one of the following categories: related
to Power, Energy, Position and Timer.

In [27] author proposed SecRPL-MS with the
performance which is evaluated using the sail fish
algorithm, and Quantum Inspired Neural Network
(QINN) with Network Simulator 3.

In [28] author implement MobiRPL on cooja
simulator, which consist of four in mobility
scenarios: Adaptive timeout and probing,
Proactive neighbour discovery, objective function
is based on RSSI and hop distance, and the last is
identifying mobile and fixed nodes. Operational
and performance data for MobiRPL and RPL are
shown on the monitor using log messages.

In [29] author has examined several RPL protocols
related to mobility like Mobility Enhanced RPL,
EMA-RPL, Extended Kalman filter (KP-RPL). The
performance metrics are, handover delay,
signalling cost, energy consumption and route
stability of various algorithms.

3. Literature review for countermeasure for sybil
Attacks in RPL:

The identification of Sybil attack in loT networks
has drawn substantial attention to machine
learning approaches. These approaches have used
different algorithms and data analysis to find
trends and anomalies that point to Sybil
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behaviour. Machine learning techniques offer
several advantages when it comes to identifying
Sybil attacks. Here are some typical ways that
machine learning is used to identify Sybil attacks
[30] [31]

Some countermeasures other than Al with metrics
are based on Information of neighbouring nodes,
Signal Strength, time difference of arrival, based
on key pre-distribution and testing of radio
resource, testing based on angle of arrival [32-36].

In [37] author introduced early-stage detection
based on deep learning DNN model on IRAD
dataset.

3.1 Artificial Intelligence Components and metrics
for detection of sybil attack

3.1.1 Behavioral Analysis

Based on past data, machine learning algorithms
may be trained to find behavioral patterns
connected to Sybil nodes. An algorithm using K-
mean clustering is proposed to visualize the
deployment location selection procedure of an
attacker and it achieves 48.7% coverage with the
use of K-mean clustering technique. This figure can
be further improved using other efficient
clustering techniques.[52][23][38].

3.1.2 Feature Engineering

The identification of Sybil attacks in loT requires
the use of feature engineering. The author
suggests utilizing the physical layer properties of
the radio signals released by the UAVs as detected
by two ground nodes to develop an intelligent
Sybil attack detection method for FANETs-based
IoFT. The experiment was conducted using two
radio signal characteristics: the received signal
strength differential (RSSD) and the time
difference of arrival (TDoA). Models for detecting
Sybil attacks get more accurate and effective with
the use of feature engineering. [53][39][40]

3.1.3 Anomaly Detection
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To analyze the generated data and anticipate
unexpected or abnormal occurrences, artificial
intelligence and machine learning may be very
helpful in enabling the prompt setup of efficient
reactions against these unexpected events. Data
from a sensor network may be analyzed using a
machine learning-based method to find
abnormalities associated with sensor failures or
unusual occurrences like fires, gas leaks, and
infiltration attempts. [54][41][42]

4. Challenges and opportunities in utilizing
machine learning for detection of sybil
attack in RPL.

Here the author studies the comparison of
different challenges and opportunities in utilizing
machine learning for detection.

4.1.1 Load Imbalance

The challenge of data imbalance in the context of
the RPL (Routing Protocol for Low-Power Wireless
Networks) can be addressed by using various
techniques to balance the traffic load over the
network. A new metric in the RPL objective
function to address the load imbalance issue,
which is a significant weakness in the protocol,
especially when dealing with non-uniform
distribution in large-scale LPWNs [55][43].

4.1.2 Adversarial Attacks

Adversarial attacks, including Sybil attacks, pose
significant challenges to the security and
performance of the RPL in IoT systems. Sybil
attacks happen when a hacker uses several false
identities to maliciously influence a network by
taking advantage of security holes in the

system. [56][12][44]. Sybil attacks can be
especially harmful in the context of RPL as they can
corrupt any reputation-based system and alter the
routing topology [57][45].

4.1.3 Scalability

International Journal of Engineering Technology and Computer Research (IJETCR)

In RPL-based loT networks, scalability poses a
serious obstacle to the detection and mitigation of
Sybil attacks. To counteract Sybil attack, for
example, a cooperative and lightweight Trust-
enabled Hybrid RPL protocol has been developed.
[57][46]. This protocol includes a mathematical
security study and a Sybil threat model. Using trust
mechanisms, THC-RPL is another tactic that
defends against external and internal attacks,
including Sybil attacks. [12][47]

Using historical data, these techniques can provide
insights into Sybil behavior and assist in the
identification of likely Sybil nodes. For example, a
machine learning-based technique has been
presented for identifying Sybil attacks in Internet
of Things networks. It utilizes several factors,
including the number of neighbors, the average
RSSI value, and the hop count to the sink.[23][48]

Furthermore, using machine learning techniques
could need a lot of processing power, which could
be difficult in loT networks with limited resources.
Therefore, further research is needed to develop
machine learning- or deep learning-based Sybil
attack detection systems that are both scalable
and effective for Internet of Things networks.

4.2 Overview of different detection and

prevention mechanism for sybil attack

Reputation-Based Approaches: In order to detect
Sybil threats in Internet of Things networks,
reputation-based techniques have been proposed.
To detect Sybil assaults, these methods rely on the
reputation of nodes. For instance, a distributed
trust model is used in a reputation-based Sybil
attack detection technique that has been
developed to identify Sybil attacks in Internet of
Things networks.[23]

Statistical Analysis Techniques: In RPL-based loT
networks, statistical analysis techniques have
been suggested as a way to identify Sybil assaults.
One way to recognize and stop Sybil attacks in RPL
networks is to use a countermeasure based on the
Gini index. [14][49]
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Graph-Based Methodologies: By recognizing
features of the refined graph structure,
preprocessing techniques are used by graph-based
Sybil detection approaches to enhance the graph
and identify Sybil nodes. From the intended
distributed systems, they then extract social
structures. [58][50]

Machine Learning Techniques: In RPL-based loT
networks, machine learning approaches have been
suggested to identify Sybil assaults. These
techniques may help identify Sybil attacks more
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accurately and strengthen loT network security.
[57][51] Using machine learning algorithms to
analyze the activity of authentic nodes and identify
abnormalities that could point to a Sybil attack is
one strategy.[59] Using machine learning methods
to identify Sybil assaults in RPL-based loT networks
is an additional strategy. Machine learning
methods are used in a lightweight Sybil attack
detection scheme that leverages the physical
unclonable function and Bloom filter to identify
Sybil assaults in loT networks. [15]

Table 4 Matrix for different countermeasure approach with parametric evaluation

Reputation-Based Statistical Analysis Graph-Based Machine Learning

Approaches Methods Approaches Techniques
Performance DA FPR FNR CcC DA | FPR FNR CcC DA | FPR FNR CcC DA FPR FNR CcC
Metrics 4 v v v
Evaluation SE E SC R SE E SC R SE E | SC R SE E | SC R
Criteria v v v v
Weakness CA FP | DN LTD CA FP DN LTD CA FP DN LTD CA FP DN LTD

v v v v
Traded-off CcC A CR CcC A CR CcC A CR CcC A CR

v v v v
Open SC RC DNT PP SC RC DNT PP SC RC | DNT PP SC RC DNT PP
Challenge v v v v
Abbreviation for Table: statistical analysis, graph-based methods, and
e Performance Metrics: False Negative Rate machine learning. Emphasize privacy-preserving

(FNR),, Detection Accuracy (DA), methods that shield the private data of

Computational Complexity (CC) and False
Positive Rate (FPR).

e Evaluation Criteria: Security (SE), Efficiency (E),
Scalability (SC), Robustness(R).

e Weakness: Collusion Attacks (CA), False
Positive (FP), Dynamic Networks (DN), Labelled
Training Data (LTD).

e Trade-off: Computational Complexity (CC),
Accuracy (A), Computing Resources (CR).

e Open Challenge: Scalability (SC), Resource
Constraints (RC), Dynamic Network Topology
(DNT), and Privacy Protection (PP).

5. Future Directions & Emerging Trends

Investigate  integrating  several  detection
techniques to increase detection accuracy and
robustness against Sybil attack, such as combining

trustworthy nodes while successfully locating Sybil
nodes.

Artificial Intelligence and Machine Learning:
anomaly detection algorithms and Deep learning
are two examples of cutting-edge approaches that
might be used to detect Sybil attack [1][57].

Blockchain  Technology: Researchers have
proposed various defenses against Sybil attacks,
including lightweight trust-enabled routing
protocols, blockchain-based trust mechanisms,
and distributed blockchain-based authentication
and trust validation.

The use of blockchain technology in these
mechanisms is seen as a promising approach to
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prevent internal attacks such as Sybil attacks in loT
networks [57] [60].

Collaboration in Detection: Collaboration in the
detection of Sybil attacks in loT networks can be
achieved through various techniques, such as:
Collaborative edge computing-based distributed
and lightweight Sybil attack detection techniques
that circumvent RSSI and seek to identify Sybil
threats in mobile loT environments [23].
Blockchain-based  trust  mechanisms  and
lightweight trust-enabled routing protocols, which
use blockchain technology to detect and mitigate
the consequences of Sybil attacks in loT networks.
[49]

6. Conclusion and Future work

This study investigates the problem of Sybil
assaults in Internet of Things networks,
emphasizing their consequences, ways to identify
them, and countermeasures. Online social
networks and decentralized systems are
particularly vulnerable to Sybil attacks, which
fabricate identities to deceive networks. The study
explores various detection methods,
countermeasures, and Sybil-resistant systems. It
also discusses mobility issues and the importance
of scalability, resource limitations, network
topology, privacy protection, and adversarial
attacks. The paper highlights future research in
emerging trends like machine learning, blockchain
technology, collaborative detection, and edge
computing. By putting effective detection and
prevention mechanisms in place, the study seeks
to safeguard loT deployments' reliability and
integrity  against  malevolent  actors. A
comprehensive analysis of recent works focused
on RPL routing attacks was conducted to provide a
concise synopsis of the attacks and their
corresponding defenses. Additionally, every
approach under study was thoroughly investigated
in a methodical manner to categorize and
correlate the attacks with the RPL. Future work,
Deep learning approaches can be explored for
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detection of sybil attack in response to critical
applications.
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