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1. INTRODUCTION: 
Visual cryptography is a kind of cryptography that can be 
decoded directly by the human visual system without any 
computation for decryption. It usually prints certain 
images on transparencies and the secret image is 
reconstructed by simply stacking the transparencies 
together [12]. Extended visual cryptography allows the 
printing of meaningful images on transparencies so that it 
can conceal the very existence of "secret" in the 
transparencies. There have been a lot of studies to 
incorporate photograph images into extended visual 
cryptography. 
Half toning is the reprographic technique that simulating 
to continuous tone imagery from side to side, that use of 
dots, changeable moreover in the size, shape and space. 
The transparencies are usually shared by n participants so 
that each participant is expected to keep one 
transparency. Each pixel of a shadow image is generated 
separately in the conventional VSSS. An original secret 
pixel will be transformed to n patterns of pixels for 
shadow images. 
1. Visual Cryptography Schemes: 
In order to determine basic terminology in this chapter, 
this section explains basic concepts of visual 
cryptography, namely, k out of n Visual Secret Sharing 
Scheme ((k, n) VSSS), an Extended Visual Cryptography 
Scheme (EVCS). 

1.1 Visual Secret Sharing Schemes: 
This scheme Visual Secret Sharing Schemes, it generates 
n transparencies from an original secret image. The 
transparencies are usually shared by n participants so 
that each participant is expected to keep one 
transparency. Thus, a secret image is sometimes called a 
shared image. The secret image can be observed if any k 
or more of them are stacked together. However, the 
secret image is totally invisible if fewer than k 
transparencies are stacked. The images on transparencies 
are called shadow images [7]. Each pixel of a shadow 
image is generated separately in the conventional VSSS. 
An original secret pixel will be transformed to n patterns 
of pixels for shadow images. These pixels on shadow 
images are called shares [9]. A share consists of m black 
and white sub pixels. The human visual system observes 
the average of sub pixels, because they exist in close 
proximity. 
This structure is usually described by an n × m Boolean 
matrix M = [mij]. Here mij = 0 or 1 if the j th sub pixel in 
the i th shadow is white or black, respectively. If 
transparencies of r shadows i1 i2,………. ir out of n are 
stacked in a way that properly aligns the sub pixels, each 
combined share can be represented by the boolean "OR" 
of the corresponding rows i1,i2,……..ir in the boolean 
matrix M. 
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Figure1: Extended visual cryptography for images 

 
In this Figure 1: six possible pattern of sub pixel 
arrangement with 50% gray. Each pattern is represented 
as [0011], [1100], [0101], [1010], [0110], [1001] from left 
to right. Let Mr denote the m-D vector obtained by taking 
the boolean “OR” of r row vectors. They gray level of a 
pixel combined by r shares is obtained by the Hamming 
weight H (Mr) of the “OR” ed m-D vector Mr. User 
interprets this gray level as black if H (Mr) ≥ t and as white 
if H (Mr) < t -α m. Here t ∈ {1… m} is called threshold, 
while the value α>0 and the number α m≥ 1 are called 
relative viz difference and contrast.  

Now here two parameter m and α are very important to 
this conversation, the parameters m indicate the number 
of sub pixel in a share, which is called pixel expansion. 
Each pixel of the original secret images is represented by 
m sub pixel so that the reconstructed images as well as 
the shadow image will be m large as the original image 
[15]. Researcher would like m to be as small as possible. 
The parameter α indicates the relative difference 
between combined shares of originally white pixel and an 
originally black pixel. Since it means the loss of contrast 
of the reconstructed images, researcher would like α to 
be as large as possible. 

 

 
Figure 2: Reconstructed secret image from share 1 and 2 

Let us consider a special case of (2, 2) VSSS. Each share 
consists of 4 sub pixels of a 2 × 2 array in a physical 
implementation, where two of them are white and the 
rest two are black. The Boolean matrix of this scheme is 2 
× 4 where each row consisting of two 0's and two 1's 

represents an arrangement of sub pixels in a share [16]. 
For instance, six possible patterns of shares having 50% 
gray as shown in figure 2:  are represented as [0011], 
[1100], [0101], [1010], [0110], [1001]. The scheme is 
accomplished by the following two collections: 

 

Cw = {matrices obtained by permuting the columns of Sw} 

Cb = {matrices obtained by permuting the columns of Sb} 

Where Sw and Sb are given as below: 
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The above matrices Sw and Sb are called basis matrices. 
Because the collections are obtained by permutation of 
sub pixels, each share may have randomly arranged two 
white and two black sub pixels, which looks 50% gray 
[17]. A pair of shares from Cw has the same arrangement 
of sub pixels. The combined result is the same pattern, 
which looks 50% gray. A pair of shares from Cb has the 
complementary arrangement of sub pixels. The combined 
result consists of four black sub pixels, which looks 
completely black. Figure 2: shows an example of 
reconstructed secret image from share 1 and 2. The sizes 
of all images are 128 ×128 pixels, because the original 
secret image has 64 × 64 pixels. 
The original scheme of visual cryptography is uniform, 
such that any combined shares from q < k shadow images 
yield "OR" ed m-D vector Mq with H (Mq) = f (q) with 
uniform probability distribution, regardless of if the 
matrices were taken from Cw or Cb. Suppose the case of 
q = 1, the above-mentioned combined share is a single 
share of each shadow image. It means all the shadow 
images consist of uniformly random pattern of black and 
white sub pixels. 
2.2 Extended Visual Cryptography Scheme: 
An extended the VSSS in the sense of a General Access 
Structure (GAS) and extended capability. A General 
Access Structure controls the qualified set of 
transparencies with which one can recover the secret 
image, while any k or more transparencies can 
reconstruct the secret image in (k,n )VSSS [19]. An 

extended capability is able to introduce a meaningful 
image as a shadow image. An innocent-looking image of a 
house, dog, or something else would be much less 
suspicious than a random-dotted image as a shadow 
image. 
In the Extended Visual Cryptography Scheme (EVCS), for 
an access structure (ΓQual, ΓForb) on a set of n participants, 
the shared (secret) image can be recovered by any 
qualified set X ∈ ΓQual with no trace of the shadow images, 
but any forbidden set X ∈ ΓForb has no information on the 
secret image. Moreover, the shadow images are 
meaningful so that each participant can recognize the 
image on one's transparency. Similar to the (k, n) VSSS, 
an EVCS can be constructed in a pixel-wise manner. Since 
n participants share one secret image and have their own 
images in the n shadow images, we have to consider n+1 
colors, c, c1,……… ,cn ∈  {w, b} where w and b stands for 
white and black, respectively [20].  
The value c denotes the color of the secret image pixel 
and ci denotes the color of the original image pixel for i-th 
participant's shadow image. In order to realize an EVCS 
that obtains a c pixel when transparencies associated to a 
set X ∈ ΓQual, we need 2n pairs of collections of n × m 

Boolean matrices , one for each 
possible combination of white and black pixels in the n 
original images for the shadow images. 
An EVCS for an access structure (ΓQual, ΓForb) for n 
participants is valid if it fulfills the following conditions.

 
 
1. For any X ∈ ΓQual and for any c1…cn ∈ {b, w}, the threshold tX and the relative difference αR exist, which satisfy H (MX) 

≤ tX -αRm for any M ∈ Cw
c1….cn and H (MX) ≥ tX  for any M ∈ Cb

c1….cn. Here MX denotes the m-D vector obtained by taking 
Boolean "OR" of the row vectors of M corresponding to the participants in X and H (MX) denotes the Hamming 
weight of the vector MX. 

2. For any X = {i1;………..iq} ∈ ΓForb and for any c1,………,cn ∈ {b,w}, the two collections of q × m matrices,  Dw
c
1……..c

n
  

and Db
c
1

…….cn, obtained by extracting rows i1,……. iq from each n × m matrix in Cw
c1……..cn and Cb

c1……c
n, respectively, 

are indistinguishable so that the collections contain the same matrices with the same frequencies. 
3. For any i ∈ {1, 2…,n} and any c1…….. ; ci+1,…….. cn ∈ {b,w}, it results that and H(Mi) denotes the Hamming weight of 

the i-th row vector Mi of a matrix M. 

 
Where: 

 
The values αR > 0 and αs > 0 are referred to as the relative difference of the reconstructed image and relative difference 
of shadow images, respectively. The number αRm ≥1 and αSm ≥1 are contrasts of the reconstructed image and the 
shadow images. People would like both αR and αS to be as large as possible [21]. Here we show how to accomplish a 2 
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out of 2 EVCS. Each share consists of 4 sub pixels like (2, 2) VSSS. However, it contains either two 1's or three1's 
depending on the colors of pixels of the corresponding original image, white or black, respectively. 
The scheme is given by the 4 pairs of collections (Cwc1c2, Cbc12), namely 8 collections Ccc1c2 , where c, c1, c2  ∈ {b.w}. 
The collections are obtained by permuting the columns of the following 8 basic matrices, Scc1c2 : 
 

 

 
Figure 3:  Two shadow images share (s1) share (s2) and reconstructed stacking image. 

 
The reconstructed pixel has 3 or 4 black sub pixels if the original secret pixel is white or black, respectively. In this 
scheme, the relative contrasts are given as αR = αS = 1/4. Figure 3: shows an example of two shadow images share (s1) 
share (s2) and reconstructed stacking image. The size of all images is 128 × 128 pixels, because all the original shadow 
and secret images have 64× 64 pixels. Pointed out some of the most important aspects of the extended capability [24]. 
One is related to the contrasts of images. A tradeoff between two relative differences exists, αR and αS, in any (k, k) EVCS 
as below: 

 
This means we cannot increase both contrasts of a reconstructed image and shadow images, αR

m and αS
m, 

simultaneously. They also specified the lower bound of the pixel expansion m in (k, k) EVCS as below: 
 

 
This means we need more pixels to obtain EVCS. Although people would like contrasts to be as large as possible and 
pixel expansion as small as possible, there exist certain limits of them. 
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3. Half toning methods: 
There exist a number of advanced half toning methods. 
The algorithms can be categorized into three categories, 
based on their computational complexity [3]. The first 
and simplest method is to operate on each pixel 
individually, without taking into account neighbors. The 
second is region-based method, which quantifies each 
pixel using a neighborhood operation instead of a simple 
point wise operation. The last one is an iterative method. 
Unlike the other two methods, the iterative methods 
normally operate over the entire original image and 
iteratively try to minimize the errors [5]. However, so far 
the last type of methods is times demanding even for 
images of small size. In this, we define Error diffusion half 
toning method half toning methods for analysis of 
extended visual cryptography. 
4. Half toning Working Process: 
The grayscale digital image consists of 256 gray levels, 
while the black and white printers only have one colored 

ink. So, there is a need to replace wide range of grayscale 
pixels for printers [9]. These 256 levels of gray should 
some- how be represented by placing black marks on 
white paper. Half toning is a representation technique to 
transform the original continuous tone digital image into 
a binary image only of 1's and 0's consisting. The value 
“1” means to fire a dot in the current position and “0” 
means to keep the corresponding position empty. 
Since the human eyes have the low pass spatial-
frequency prosperity, human eyes perceive patches of 
black and white marks as some kind of average grey 
when viewed from sufficiently far away. Our eyes cannot 
distinguish the dots patterns if they are small enough. 
Instead, our eyes integrate the black dots and the non-
printed areas as varying shades of gray. Figure 4(b): 
shows a typical half toning image. Zooming in a part of 
the half toning image, we can see that the image is 
actually structured by a certain strategy of distributed 
black dots. 

 

 
Figure 4: (a) The original image (b) The half toning image (c) An enlargement of (b) 

5. Error diffusion half toning method: 
Error diffusion is a type of half toning in which the 
quantization residual is distributed to neighboring pixels 
that have not yet been processed [10]. Its main use is to 
convert a multi-level image into a binary image, though it 
has other applications. Unlike many other half toning 
methods, error diffusion is classified as an area operation, 
because what the algorithm does at one location 
influences what happens at other locations. This means 
buffering is required, and complicates parallel processing. 
Point operations, such as ordered dither, do not have 
these complications. Error diffusion has the tendency to 
enhance edges in an image. This can make text in images 
more readable than in other half toning techniques. 
Unlike the block replacement and ordered dithering 
methods, which treat each pixel individually, error 
diffusion quantifies each pixel using a neighborhood 
operation [12]. In this case, the value of each output 
point depends no longer only on the value of the 

corresponding input point. A schematic diagram of error 
diffusion method is given in Figure 5. 
In this figure, “H” and “I” denote the final half toning 
image and the original image, respectively. 
This method moves through the original image in raster 
order, normally starting from the pixel up to the left such 
as the first element of the matrix and then goes through 
all pixels from left to right until the end [16]. The value of 
each pixel in “I” is quantified by the constant threshold 
method. 
One or zero is set at the corresponding position in “H”. 
Since the pixel value in “I” is replaced by “0” or “1” in 
“H”, there is a difference between the pixel value in “I” 
and “H” at the position (i, j). 
After computing the difference, we obtain an error “e”. 
And then this error is pushed forward to a number of 
non-processed pixels, such as the neighborhoods [24]. To 
which neighborhoods and how this error is pushed is 
decided by an error diffusion weight matrix, such as an 
error filter “w”. 
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Figure 5: Error Diffusion half toning method 

In Figure 6: two common different error diffusion weight 
matrices are shown. If using the Floyd and Steinberg 
matrix, the error occurred at the position (i, j) is weighted 
by 7/16 and added to the neighborhood pixel at (i+1, j). 
At the same time the error is also weighted by 1/16 and 

added to the neighborhood at (i+1, j+1) and so on. After 
the error has been diffused, we get the new input image 
“I”. The same process moves to the pixel at the next 
position and performs the above described steps until all 
pixels have been proceeding. 

 

 
Figure 6: Two error diffusion weight matrixes (a) Jarvis, Judice, and Ninke (b) Floyd and Steinberg. 

Figure 7: shows two images being half toned by error 
diffusion with different error diffusion weight matrices. 
Using a larger weight matrix, the final half toning image 
has sharper details and reduces some of the artifacts 
[25]. In general, error diffusion shapes the error to make 
the most of the noise energy concentrated in the high 
frequencies, so that the low-frequency artifacts are 

minimized made not visible for the eyes. Such kind of 
high-pass filtering property produces the effect of edge 
enhancing [1, 6, 7]. However, since error diffusion 
accomplishes good resolution by spreading the dots, the 
final half toning images are normally darker than the 
images using other methods presented so far. It is, thus, 
very sensitive to ink spreading. 

 

 
Figure 7: Half toning image by error diffusion. (a) The error diffusion weight matrix in Figure 6 (a) is used. (b) The error diffusion weight matrix in 

Figure 6 (b) is used. 
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5. CONCLUSION: 
Visual cryptography is a kind of cryptography that can be 
decoded directly by the human visual system without any 
other computation for decryption. The transparencies are 
usually shared by n participants so that each participant is 
expected to keep one transparency. Each pixel of a 
shadow image is generated separately in the 
conventional VSSS. Error diffusion is a type of half toning 
in which the quantization residual is distributed to 
neighboring pixels that have not yet been processed. 
Error diffusion is classified as an area operation, because 
what the algorithm does at one location influences for 
what happen at other location. 
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