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ABSTRACT
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Cloud Computing has taken the IT industry by storm over the past few years. It promises to provide a flexible IT
architecture, accessible through internet from lightweight portable devices. It offers users a scalable, elastic, and
cost-effective computing environment. It is important for an organization that begins to use cloud services to
consider which type of cloud service best meets their business requirements. In order to build and deploy
applications more quickly, more cost effectively and with more control, hybrid cloud environment delivers the
ultimate choice, flexibility and speed. It provides virtual IT solutions through a mix of both public and private
clouds. This paper discusses the concept of Hybrid cloud computing and its issues and security challenges. It also

discusses some tips for tackling these issues and problems.
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INTRODUCTION:

Cloud computing is a computing paradigm that allow
centralized data storage and provides on-demand access
to a shared pool of computing resources over the
Internet [3]. Gartner defines cloud computing as “a style
of computing where massively scalable IT- enabled
capabilities are delivered ‘as a service’ to external
customers using Internet technologies” [1]. The cloud
services are location independent and cost effective. The
customers can access the resources from anywhere and
pay only for the amount they use. The cloud offers
several benefits like pay-for-use, improved performance,
lower IT infrastructure costs, fewer maintenance issues,
instant software updates, unlimited storage capacity,
increased computing power and real time detection of
system tampering. The main advantage for the cloud
users is the reduction of infrastructure costs and its
maintenance.

Many Small and Medium Business companies are
adopting cloud services at a rapid pace. Big worldwide
companies such as Google, IBM, Microsoft, Amazon etc.
also adopted the Cloud Computing. According to the
recent IDC cloud research, “worldwide spending on public
IT cloud services is expected to be more than $107 billion
in 2017” [2].

One of the important decisions for enterprises is to
choose an appropriate cloud deployment model. They
can choose to deploy applications on Public, Private or
Hybrid clouds. A Public cloud is a type of deployment
model in which service provider delivers resources like
applications, storage and infrastructure to the customers,
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on-demand, and with payment based on usage. Although
the public cloud services are cost-effective, they are not
considered as secure as private clouds. Private cloud
provides greater levels of operational control and
transparency than public cloud. But they are also costly
because the enterprise will have to purchase/rent and
maintain all the necessary software and hardware. Today
many companies started using a mix of these clouds to
gain the maximum advantage of both which is also
referred to as a Hybrid Cloud.

Public
Clouds

Private
Clouds

Hybrid
Clouds

Figure 1: Hybrid Clouds

While a hybrid approach promises flexibility and control,
there are many challenges such as security and
application portability. The rest of the paper is organized
as follows. In Section 2, we provide an overview on the
different service models being used and cloud
architectures which can be deployed according to the
enterprise requirements. Section 3 presents the overview
and benefits of hybrid cloud computing. Section 4
presents the challenges involved while deploying hybrid
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cloud architecture for enterprise needs, Section 5
describes the solutions which help in enterprises to
operate efficiently and securely in hybrid environment.
We conclude and give future work in Section 6.

1. BACKGROUND

Although there are many benefits of using cloud
computing, there are many factors to take into account
when deciding which is right for your business. It is the
responsibility of the enterprises to analyze each service
models and deployment models. In this section, we
provide an overview study of all the models used in
cloud.

1.1.Service Models

There are three service models in cloud computing by
which different types of services are delivered to the end
user.

1.1.1. Infrastructure-as-a-Service (laas)

It provides the infrastructure (computing platform),
resources and tools (servers, storage, network, etc.) to
build an application environment. It is the responsibility
of the cloud provider to tackle the issues of IT
infrastructure management such as installing, configuring
servers, routers, firewalls and other devices.
Virtualization techniques are used in this model. Physical
resources are abstracted by virtualization, which means
they can be shared by several operating systems and end
user environments. Instead of purchasing, housing, and
managing the basic hardware and software infrastructure
components, users can obtain those resources as
virtualized objects controllable via a service interface.
VMWare, Amazon EC2, IBM Blue House, Microsoft Azure,
Sun Para Scale Cloud Storage, etc. are some of the
infrastructure services.

1.1.2. Platform-as-a-Service (PaaS)

This model is mainly used by developers who want to
develop and run a cloud application for a particular
platform. It facilitates the deployment of applications
without the cost and complexity of buying and managing
the underlying hardware and software layers [4]. It
provides platform layer resources, including operating
system support and software development frameworks
that can be used to build higher-level services. Google
Apps is one of the major Paa$ providers.

1.1.3. Software-as-a-Service (SaaSs)

It provides the computing platform and applications to
customers for use. One benefit of this model is customers
do not need to buy any software licenses or any
additional equipment for hosting the application. Instead,
they pay for using the software application [5]. Some
examples are Facebook, Twitter, and various web-based
email systems such as those offered by Google.
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End Users

wWeb browsers, mobile apps/browser
Mobile phones, tablets, laptops, desktops

SaasS
Software as a Serwvice
The application is centrally hosted
Microsoft Office 365, Google Apps,
Salesforce.com apps, CRM, email, games

PaaSs
Platform as a Serwvice
Software development stack is hosted
Windows Azure and Google App Engine,
Heroku, Force.com

laas
Infrastructure as a Service
VM s, Servers, storage, network is hosted
Rackspace, Amazon Web Services

Figure 2: Service Models

1.2.Cloud Deployment Models

There are four types of cloud deployment models that
are used for different services according to the enterprise
requirements.It is essential to examine your current IT
infrastructure, usage and needs to determine which type
of cloud computing can help you best achieve your goals.
1.2.1. Public Cloud

In this model, the service provider provides resources like
infrastructure, applications and storage, available to the
customers or large organization over the internet [1].
These services can be offered for free such as Gmail or on
a pay-per-usage model. The customer has no visibility and
control over where the cloud services are being hosted.
This is the most cost effective model but there are many
security issues in this model. Examples of public clouds
include Google App Engine, Amazon Elastic Compute
Cloud (EC2) and Windows Azure Services Platform.

1.2.2. Private Cloud

In this model, the resources (applications and storage)
are only accessible by a single organization. But it is more
costly than public cloud services because we need to buy,
build and manage them. A private cloud is suitable for
organizations that have certain security and performance
monitoring tools that the public cloud provider doesn't
use. Private cloud services use a private network to
restrict access to information, providing greater control
and security.

1.2.3. Hybrid Cloud

Hybrid cloud refers to a combination of two or more
clouds (private, community, or public). It is usually a
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combination of on-and off-premise where some data
resides in the private cloud environment and some
resides in the public cloud environment. It gives more
secure control over the data and also other parties to
access data. One of the disadvantages of these services is
that we have to manage different security platforms
together.

1.2.4. Community Cloud

In this model infrastructure is shared between several
organizations which have common requirements
(security, compliance, jurisdiction, etc.) from a specific
community [11]. Community clouds can be either on-
premise or off-premise. Since all data is housed at one
location, one must be careful in storing data in
community cloud because it might be accessible by
others.

2. HYBRID CLOUD COMPUTING

Many IT companies discover that public cloud computing
does not meet security requirements. They prefer to
store sensitive data on their own private servers. Private
cloud provides more security and better performance,
but it is not cost efficient. Therefore, a mix of these
clouds can be used to gain maximum advantages of both
these clouds.A hybrid cloud allows companies to use
public cloud for non-sensitive operations, reducing
storage and maintenance costs while using a private
network for sensitive or mission-critical operations to
maximize security. Hybrid cloud offers security along with
agility, cost savings, high availability of services and
scalability. Microsoft is now offering the hybrid cloud
infrastructure to many of its clients. According to Frank
Gens, an IDC chief analyst, "Virtually every customer, at
least from the midmarket up, will have a mix of both
[Public and Private Clouds]."

Hybrid
Private/
Internal Public/
External

On Premises / Internal

Off Premises / Third Party

Figure 3: Hybrid cloud [6]

According to Research and Market's "Global Hybrid Cloud
Market 2014 - 2018" findings, the global hybrid cloud
market is expected to grow at a five year compound
annual growth rate of 30% from 2014 to 2018 [7]. One of
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the key drivers for hybrid cloud adoption was the need
for companies to reduce IT spending. Enterprises are
charged on a per-use basis which is more economical for
them.

3.1 Avanade Survey results

Avanade’s recent global study “Hybrid Cloud: From Hype
to Reality,” of 1,000 C-level executives, business unit
leaders and IT decision-makers, shows that businesses of
all sizes, in all geographies, claim interest in adoption of
hybrid cloud [8]. About 69 percent of respondents
believing that it should be one of the biggest areas of
focus for their company in 2015.

Some of the key results are:

e Most businesses are investing in hybrid cloud at a
faster rate than private or public clouds. Companies have
strong interest in, and adoption plans for, hybrid cloud in
the next one to three years.

e There are many challenges involved in the hybrid
cloud including security concerns, costs and skills needed
to implement.

e While many businesses are prioritizing hybrid cloud
adoption, some are confused about what exactly hybrid
cloudmeans. More than half (55 percent) of C-level
executives, business unit leaders and IT decision-makers
were unable to identify all the basic attributes of hybrid
cloud.

e Security and privacy concerns are the biggest barriers
to adoption and implementation of cloud solutions today.
More than half (53 percent) of respondents see security
as a barrier to implementation of hybrid cloud.

e About 39 percent respondents indicate that
customization and flexibility were advantages of hybrid
cloud over public-only cloud. Improved security (38
percent) and improved user experience (29 percent) were
also acknowledged as significant advantages of hybrid
cloud over public-only models.

3.2 Benefits of Hybrid Cloud Computing

There are many benefits of deploying hybrid cloud model.
Some of the key benefits are:

3.2.1 The ability to leverage both private and public
cloud

Companies are able to leverage the best of what both
have to offer by intermixing private and public cloud
infrastructures, making a more flexible IT environment. A
hybrid model allows businesses to rely on the cost-
effective public cloud for non-sensitive operations and on
the private cloud for sensitive and critical operations.
3.2.2 Optimized costs

One of the main benefits of the hybrid cloud is reduced
costs. With this model companies can enjoy seamless
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scaling by allocating resources for immediate projects at
a much lower cost. In addition, it includes a pay-for-your-
payment feature as part of its public cloud services.

3.2.3 Enhanced agility

Hybrid cloud provides companies enhanced agility to
move seamlessly between the two model, rather than
being pigeonholed into one model or the other. It has
emerged as a new, powerful, more disruptive and
economical way of delivering IT services than the
traditional premise-bound, hardware bound model.

3.2.4 Enhanced security

One of the main concerns of a public cloud is data
integrity and security. Hybrid clouds offer extra security
to your data. Enterprises have the privilege of storing
their valuable data within their internal network and
migrate unimportant data to cloud.

3.2.5 Improved performance and scalability

By employing a hybrid cloud model, an enterprise can
quickly deploy new applications and add resources as
needed by bursting out of the private enterprise to a
public cloud processing and storage capacity. Flexibility
to respond quickly to business needs is the key benefits
associated with a hybrid model.

4. CHALLENGES IN HYBRID CLOUD

Today many organizations started using hybrid cloud
computing to get benefits offered by both private and
public clouds - agility, cost efficiencies, and high
availability of services. By integrating the public cloud
with the private cloud, businesses get the flexibility to
isolate sensitive data while still benefiting from the many
advantages offered by the cloud. To many organizations,
allowing information to be transported across a network
that can be subject to third-party interference is an
unnecessary and reckless security risk. Protecting the
data and monitoring its access permission is very
important. According to Avanade’s recent global study
“Hybrid Cloud: From Hype to Reality,” 53 percent of
companies identified security and privacy issues as the
top concerns to hybrid cloud implementation [8]. Also a
commissioned study is conducted by Forrester Consulting
on behalf of Juniper Networks in January 2014 [12]. In
this survey half of respondents (50 percent) stated that
network security when connecting to cloud services has
the biggest impact on creating a hybrid cloud, followed
by network bandwidth (42 percent), network
performance (42 percent), and network reliability (39
percent). Let us examine the key challenges that appear
while deploying hybrid cloud in enterprises.

4.1. Security challenges

Secure communication and data sharing between two
environments is one of the biggest concerns for IT and
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business leaders in moving to a hybrid cloud model. The
three key areas of concern related to security and privacy
of data in the hybrid cloud are

v Location of data

v Control of data

v Secure transport of data

The confidentiality of a company’s data will be violated as
the data present in the cloud can be leaked or tampered,
intentionally or accidentally. The tiniest of holes in the
security are unacceptable because it could result in
vulnerabilities for all subscribers. Many enterprises refuse
to commit to it because they trust existing internal
security measures over the ones employed by cloud
service providers. Ensuring the consistency of security
policies between the on-premises environment and the
service provider is also a significant challenge/barrier for
enterprises.

4.2.1ssue of money

Organizations that have a small IT budget probably can't
afford a rollout of a hybrid cloud solution. The upfront
cost of the servers on the private end of the spectrum is
very costly and the needs of smaller businesses can likely
be served adequately using the services of a public cloud
provider. Therefore they prefer public cloud over hybrid
cloud.

4.3.Reprogramming and Adjustments

Many issues are generated due to migration of
components from on-site to the public cloud. Before
migrating, many factors must be taken into account such
as enterprise policies and cost savings from migration.
The enterprise also have to create firewall within the
cloud and at the gateway of its own network. Current
enterprises firewalls does not provide a good solution
because firewalls rules should be modified for each trivial
update in enterprises. The potential need for re-
architecting applications to operate in the shared
environment is also a major concern.

4.4.Seamless integration between the data center and
public cloud provider

Creating seamless integration between the data center
and public cloud provider is one of the major
considerations while adopting a hybrid cloud model, so
that the virtual machines can be moved on demand
between sites. While migrating resources of an enterprise
to the hybrid clouds the complexity of software and
configuration increases, due to separation of resources
into multiple clouds. It is difficult to manage and
integrate on-premises infrastructure with cloud services.
The enterprises have to manage the communication link
between both sites during delivery of IT infrastructure
from cloud to the data center. The public cloud services
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are generally at remote locations so there are also
latency and bandwidth related issues associated with any
remote application.

5. SOLUTIONS

5.1.Choosing the right public cloud provider

Choosing the right public cloud provider is essential
before deploying hybrid cloud in the enterprise. The
organization must ask about the technology they use in
their data centers and how they handle replication,
backup and disaster recovery.

5.2.Using Virtual Private Network (VPN) tunnel

A Virtual Private Network (VPN) create a secure network
connection across a public network through the use of
encryption. In order to achieve high security the
enterprises create their own virtual private cloud within
the public environment and connect it to their private
environment through VPN.

Private Cloud/
On Premise

Public Cloud

Figure 4: A secure VPN tunnel in Hybrid cloud

For VPN connections, the principle of tunneling is
employed. In tunneling, a secure point-to-point
connection, a tunnel, is created through which the data
transfers. VPN security depends on security of both the
company’s private network and the public cloud. The key
building blocks for providing VPN security are:

v’ Firewalls

v" Encryption

A firewall act as a strong barrier between any private
network and the public Internet. The remote user will
establish an authenticated connection with the firewall.
Firewalls are used to restrict what type of packets can
passed through and which protocols are allowed through.
Encryption is also an important component of a secure
VPN. In encryption, all the data sent from one computer
are encrypted in such a way that only the computer it is
sending to can decrypt the data. Two types of encryption
are commonly used. One is public-key encryption in
which a system uses two keys, a public key which is
known to everyone and a private key which is known only
to the recipient of the message. Second is symmetric-key
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encryption system in which the sender and receiver both
share a single, common key that is used to encrypt and
decrypt the message.

Most of the third party companies like Amazon, Citrix etc.
have provided security solutions based on VPN [10].
5.2.1. Citrix Open Cloud Bridge

Citrix Open Cloud Bridge solution provides transparent
network and establish secure and optimized bridges to
public cloud services such as Amazon Web Services and
Microsoft Windows Azure as well as to their own
datacenters and branches [9]. Open Cloud Bridge
eliminates the need to modify network, changing the
security and access configurations because it makes the
service provider environment and enterprises to appear
as a single network. Open Cloud Bridge securely extends
the enterprise demilitarized zone (DMZ) into the cloud.
Cloud Bridge merges WAN optimization and in-depth
application visibility in a unified platform that delivers
maximum functionality.

Enterprise

Public/Private Coud

-— — Extended Enterprise Network

App

App Workload

Figure 5: Citrix Cloud Bridge

5.3.AAA Servers

An AAA (authentication, authorization and accounting)
servers is a sever program that handles user requests in
the enterprise and provides authentication,
authorization, and accounting (AAA) services. It is used
for more secure access in a remote-access VPN
environment. Authentication is used to identify a user, by
having the user enter a valid user name and valid
password before access is granted. The AAA server
compares a user's authentication credentials with other
user credentials stored in a database. If the credentials
match, the user is granted access to the network. If the
credentials not match, authentication fails and network
access is denied. Authorization implements policies that
determine which resources and services a valid user may
access. Accounting keeps track of the amount of system
time or the amount of data a user has sent and/or
received during a session.

6. FUTURE WORK

In this paper we have provided the overview of hybrid
cloud computing and its various challenges. We also
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presented some ways to secure communication between
cloud and enterprise. The hybrid cloud computing will
definitely be one of the biggest areas of focus for the
companies in next coming years. Because hybrid cloud is
flexible and customizable to an organization’s
requirements, it may better mitigate security concerns
and other issues than other cloud models. Today many
businesses are prioritizing hybrid cloud adoption but
there are also confusion about the true potential of
hybrid cloud and its strategic value to the business. In
future, a hybrid cloud strategy will need to be developed
by organizations to realize the true benefits of hybrid
cloud solutions.

7. CONCLUSION

Over the last few years, cloud computing has become one
of the fast growing segments of the IT industry. Many
businesses are adopting cloud services at a rapid pace.
Therefore, what kind of cloud an organization needs now
is perhaps the most strategic decision IT leaders will need
to make right now. Hybrid cloud seamlessly combines
internal resources and public cloud platforms into a single
platform, providing ultimate flexibility and control. But
there are also some concerns remain about the
integration and security of data in hybrid cloud
infrastructures. Various solutions to secure the data such
as using a VPN, data encryption and firewalls have been
discussed in this paper.
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